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Glossary of Terms 

I N F O R M AT I O N S E C U R I T Y M A N A G E M E N T S Y S T E M ( I S M S) 

A documented management system consisting of a set of security controls that protect the 

confidentiality, availability, and integrity of assets from threats and vulnerabilities.

J O I N T P I I  C O N T R O L L E R 

PII controller that determines the purposes and means of the processing of PII jointly with one 

or more other PII controllers.

P E R S O N A L I D E N T I F I A B L E I N F O R M AT I O N ( P I I ) 

Any information that (a) can be used to establish a link between the information and the 

natural person to whom such information relates, or (b) is or can be directly or indirectly linked 

to a natural person.

P I I  C O N T R O L L E R 

Privacy stakeholder (or privacy stakeholders) that determines the purposes and means for 

processing personally identifiable information.

P I I  P R I N C I PA L S 

A natural person to whom the personally identifiable information (PII) relates, often referred to 

as data subjects. 

P I I  P R O C E S S O R 

Privacy stakeholder that processes personally identifiable information on behalf of and by 

following the instructions of a PII controller

P R I VA C Y I N F O R M AT I O N M A N A G E M E N T S Y S T E M ( P I M S) 

Information security management system which addresses the protection of privacy as 

potentially affected by the processing of PII.

FOR MORE TERMS AND DEFINITIONS RELATED TO ISO/IEC:

ISO Online Browsing Platform is available at iso.org/obp 

IEC Electropedia is available at electropedia.org 

https://www.iso.org/obp
http://www.electropedia.org/
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Introduction 

Privacy protection legislation is sprouting up all around the world, including amongst individ-

ual states in the U.S. It can be overwhelming for organizations that work globally and even 

across the United States to keep up with these laws, let alone comply with them. This trend 

in legislative policies has mainly been driven by consumers becoming conscious of the value 

and size of their digital footprint. This privacy consciousness can be leveraged by organiza-

tions that substantively address privacy as a distinctive feature of their product or service. 

Personal Identifiable Information (PII) protection has the interconnected benefits of lowering 

organizational risks associated with personal data while also bolstering customer trust.

As an organization grows, its PII environment tends to trend towards complexity. Thus, orga-

nizations can lower the amount of time and resources needed to protect their PII the sooner 

they address it. Additionally, an organization without a robust system underlining existing 

and future PII processing operations will have an increasingly difficult time addressing its 

privacy needs.

Although there are many independent privacy laws, your organization’s response does 

not have to be splintered. The International Organization for Standardization (ISO) and the 

International Electrotechnical Commission (IEC) bodies published the ISO/IEC 27701:2019 

framework to help an organization comply with all their contractual, legal, and regulatory ob-

ligations regarding the processing of PII under one system. A Privacy Information Manage-

ment System created under the guidance of ISO/IEC 27701:2019 is a big step forward for 

any organization wishing to address privacy risks effectively and efficiently. 

Tevora has created a Privacy Tracker to help organizations keep up to date with privacy laws.

https://privacytracker.tevora.com/
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What is ISO/IEC 27701:2019? 

ISO/IEC 27701:2019 simply put is a guide to extending an organization’s information security 

management system to consider the protection of PII principals. The end goal of becoming 

ISO/IEC 27701:2019 certified is to have a robust Privacy Information Management System 

(PIMS) that addresses all applicable contractual, legal, and regulatory obligations regarding 

the processing of personal information.  It is designed to be an enhancement to information 

security management systems created under the guidance of ISO/IEC 27001:2013 and ISO/

IEC 27002:2013.

This framework is versatile and can help organizations of all types and sizes that interact with 

PII. Fulfilling the requirements and complying with ISO/IEC 27701:2019 will give organizations a 

cerebral understanding of how they process personal information. It will also provide substantive 

evidence that can be used to facilitate agreements with business partners where the processing 

of personal information is jointly relevant. This evidence can also be used to help demonstrate 

compliance with data protection laws and regulations such as the General Data Protection Regula-

tion (GDPR) when implemented controls are mapped to applicable laws and regulations. 

PIMS created under this framework can be either a separate system alongside an existing 

ISMS, or it can be integrated into an existing security management system. While the frame-

work works off the assumption that an ISMS has already been established. It is possible to 

create both systems in a condensed timeframe. This approach would stagger the ISO/IEC 

27001:2013 certification process to start before the ISO/IEC 27701:2019 certification pro-

cess. Allowing the foundational aspects of ISO/IEC 27001:2013 to have been established and 

then implementing the needed additions required by ISO/IEC 27701:2019.  

Why Should We Seek ISO 27701:2019 Certification?
BUILDS TRUST 

Achieving 27701 certification 

demonstrates to your customers, 
clients, and partners that you 
take privacy seriously and helps 
them trust that you will protect 
their sensitive information. You 
can use your 27701 certification 
status as a key ingredient in your 
advertising, marketing materi-
als, website content, and client 
communications to reinforce your 
commitment to data privacy.

CIRCUMVENTS 
PRIVACY AUDITS 

In some cases having an ISO 

27701 certificate will circumvent 
the need for an independent 
privacy audit. For example, Mi-
crosoft requires most suppliers 
to undergo an independent 
privacy audit, but if you are ISO 
27701-certified, they may waive 
this requirement.

IMPROVES PUBLIC  
PERCEPTION 

As privacy concerns have 

significantly escalated in 
recent years, having an ISO 
27701 certificate can go a 
long way toward improving the 
public’s perception regarding 
the privacy practices of your 
organization.

PROVIDES COMPLIANCE 
MAPPING 

Having an ISO 27701-compliant 
PIMS will help your organization 
comply with most international 
data privacy regulations. Achieving 
27701 compliance establishes a 
framework that covers most legal 
privacy requirements. With that 
said, you should expect some 
incremental work to comply with 
certain caveats and nuances of 
specific privacy regulations in 

different geographic regions.
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Key Aspects of ISO/IEC 27701:2019 

This framework breaks down organizations into either controllers or processors and provides guidance 

specific to each instance. Controllers can be understood as the organization that determines the ‘how’ 

and ‘why’ of PII processing. Controllers can conduct all processing in-house, or they can delegate tasks 

to another entity. When controllers delegate, they create the position of the processor. Processors are 

entities that follow the processing guidelines set out by the controller and perform processing activities 

on their behalf.    

There is a less common relationship in PII processing called joint controllers. This occurs when a PII 

controller determines the purposes and means of processing with one or more other PII controllers.

This framework recommends organizations should define and determine when a PIA is needed.  It is 

most commonly needed whenever new processing of PII occurs or changes to existing processing of PII 

are planned.

Depending on the jurisdiction and type of the PII processing, a privacy impact assessment may be required. 

Privacy Impact Assessments are recommended to do the following:

• Describe the nature, scope, context, and purposes of the processing of PII 

• Assess necessity, proportionality, and compliance measures

• Identify and assess risks to PII principals

• Identify any additional measures needed to mitigate those risks

“Privacy by Design” is “data protection through technology design.” This means proactively integrating 

data privacy into the design, operation, and management of a system. Technology is constantly increas-

ing in complexity and scope, therefore a system that was designed from the start to promote privacy will 

more effectively and efficiently meet compliance standards than a reactionary system. Data protection 

regulations like the GDPR consider “Privacy by Design” as one of the most important aspects of data 

protection. “Privacy by default” is the process of incorporating privacy from the start. 

The purpose of these principles is to ensure that processes and systems are designed such that the 

collection and processing (including use, disclosure, retention, transmission, and disposal) are limited to 

what is necessary for the identified purpose.
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What has been added to 
the ISO/IEC 27001:2013 controls?

Significant Changes
The ‘Context of the Organization’, and ‘Planning’ domains receive the most additions in this section. 

‘Context of the Organization’ changes circumscribe around expanding the organization’s perspective to 

include the right amount of attention to privacy-related factors that are relevant to its context and that 

can affect the intended outcomes of its PIMS. Such as privacy legislation, regulations, judicial decisions, 

etc. The first step in this process for any organization that processes PII is to determine its role as a PII 

controller (including as a joint PII controller) and/or a PII processor. 

In tandem with this expansion, organizations must now revamp their interested parties determined un-

der ISO/IEC 27001:2013. This new search must include any parties that have interests or responsibilities 

associated with the processing of PII, including the PII principals. Other interested parties can include 

customers, supervisory authorities, other PII controllers, PII processors, and their subcontractors.

These additions underly the overall process of determining the scope of the PIMS. ISO/IEC 27701:2019 

has the obvious inclusion that the processing of PII must be included in the scope. The framework rec-

ommends revising the scope of the information security management system, because of the extended 

interpretation of “information security”. 

Following the determination of scope, is the question of integration. Whether the PIMS should be a 

separate system or integrated into an existing ISMS. The answer is relative to the management and or-

ganizational needs, but either way, the organization must establish, implement, maintain, and continually 

improve the PIMS following the requirements of ISO/IEC 27001:2013 Clauses 4 to 10.

The ‘Planning’ section focuses on the risk assessment and treatment processes incorporating PII 

processing risks. The framework calls for an information security risk assessment process to identify 

risks associated with the loss of confidentiality, integrity, and availability, of PII within the scope of the 

PIMS. To do this properly, organizations must manage the relationship between information security 

and PII protection. This includes assessing the potential consequences for both the organization and PII 

principals.

Parallel to the expansion of the scope is the expansion of the Statement of Applicability.  It must be ex-

tended to contain justifications for the inclusion or exclusion of the controls listed in ISO/IEC 27701:2019 

Annex A and Annex B. Not all of the control objectives and controls listed in the annexes need to be in-

cluded in a PIMS implementation. Justification for exclusion can include where the controls are deemed 

unnecessary.

Minimal Changes 
The ‘General’ section adds that wherever the term “information security” is used within an existing ISMS, 

is to be extended to include the protection of privacy as potentially affected by the processing of PII. 

No Changes 
‘Leadership’, ‘Support’, ‘Performance Evaluation’, and ‘Improvement’ sections receive no additions.
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What has been added to 
the ISO/IEC 27001:2013 controls?

The following bullet points describe the additional implementation measures that need to be taken in 

addition to those created under the guidance of ISO/IEC 27002:2013. 

GENERAL 

As stated in the ‘General’ section above, wherever information security is mentioned in the existing ISMS 

the term should be extended to include the protection of privacy. In practice, it is a policy change, best 

practices recommend changing the term “information security” to”information security and privacy.

I N FO R M ATI O N S E C U I R T Y P O LI C I E S  

The Leadership and Commitment statement created for an ISMS should be extended to account for 

compliance with applicable PII protection legislation, regulations, and contractual agreements.

This attention should be given throughout the development and maintenance of all information security 

policies.

H U M A N R E S O U RC E S E C U R IT Y   

During employment - Information security awareness, education, and training - Personnel should be 

made aware of the possible consequences to the organization, to themselves, and the PII principal in re-

sponse to breaching privacy or security rules and procedures, especially those addressing the handling 

of PII.

Such measures could be the teaching of how to report incidents. 

O RG A N IZ ATI O N O F I N FO R M ATI O N S E C U R IT Y   

Information security roles and responsibilities - an organization should create a point of contact (POC) 

for customers regarding the processing of their PII. If the organization is a PII controller, it should create 

a POC for PII principals regarding the processing of their PII. The framework also provides specific 

criteria regarding the POC.

Mobile device policy - organizations must implement controls that ensure mobile devices do not lead to 

a compromise of PII. This can take the form of technical and personnel-oriented controls.
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AS S E T M A N AG E M E N T 

Classification of information - Information classification systems should explicitly show consideration 

of PII as part of the system it implements. This consideration is vital for a clear and current understand-

ing of PII processing and storing operations. 

Labelling of information   Personnel should be made aware of the definition of PII and how to recognize 

data that is PII.

Management of removable media   The use of removable media and/or devices for the storage of PII 

should be tracked and documented. Encryption should be used on these devices whenever feasible.  

Disposal of media   Secure disposal procedures should be created and maintained that specifically 

relate to devices that processed or stored PII. 

Physical media transfer   When physical media is used for information transfer, a robust tracking and 

documentation system should be put in place. Encryption should be used on these devices whenever 

feasible.

AC C E S S C O N T RO L  

User registration and de-registration   The framework calls for extra attention to be given to procedures 

for registration and de-registration of users. These policies should take special precautions for users 

who administer or operate systems, such as unique IDs for all accounts and never reissuing de-activated 

or expired user IDs.

User access provisioning   An accurate, up-to-date record of users with access to IT systems with PII 

should be maintained. This is most commonly done by creating unique user IDs and tracking when they 

access the system.

User responsibilities   Secure log-on procedures- When requested by the customer, the organization 

should provide the ability for secure log-on.

C RY P TO G R A PH Y   

Policy on the use of cryptographic controls   A Cryptography Policy should also account for sensitive 

data that legally require the use of cryptography. Best practices also call for providing information to the 

customer regarding the circumstances in which it uses cryptography to protect the PII it processes. 



Tevora White Paper: ISO/IEC 27701:2019 Compliance Guide

PH YS I CA L A N D E N V I RO N M E N TA L S E C U R IT Y  

Secure disposal or re-use of equipment   If storage space is re-assigned, any PII previously stored on it 

should be verified to not be accessible. If deletion of PII is impractical due to perforamcne issues mitigat-

ing technical controls should be implemented. Any device that has the potential to contain PII should be 

treated as if it does.

Clear desk and clear screen policy   Hardcopy material with PII should be restricted and only created 

when necessary.

O PE R ATI O N S S E C U R IT Y   

 Information backup   organizations should create a policy to address the backup, recovery, and resto-

ration of PII. Additionally, it should cover the requirements for the erasure of the PII contained in these 

backups. 

Event logging   Organizations should create a process that reviews event logs. This process should be 

continuous, with automated monitoring and alerting. If this is not feasible then the reviews should be 

conducted manually.

Protection of log information  Some log information can contain PII, so measures to control access to 

them should be put in place. Additionally, a procedure, preferably automatic, should be put in place to 

ensure that logged information is either deleted or de-identified as specified in the retention schedule.

C O M M U N I CATI O N S S E C U R IT Y    

Information transfer policies and procedures   It is recocmed to create procedures that ensure that 

rules related to the processing of PII are enforced internnaly and externally of the system, where applicable.

Confidentiality or non-disclosure agreements   Personnel with access to PII are subject to a confiden-

tiality obligation. This agreement should specify the length of time and the obligations required of the 

employee. This can be included in a empoyment contract or done separtly.
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SYS T E M S AC Q U I S IT I O N, D E V E LO PM E N T, A N D M A I N T E N A N C E  

Securing application services on public networks  If unavoidable, when PII is transmitted over untrust-

ed networks, it should be encrypted in transit. This includes any facility that is outside the control of the 

organization. 

Secure development policy  Privacy by Design and Default should be created for system development. 

This includes guiding the organization’s processing of PII based on obligations to customers, and appli-

cable laws.

Secure systems engineering principles  Privacy by Design and Default should be implemented on all 

systems and components related to the processing of PII.

Outsourced development  Outsourced information systems must use the same principles of privacy by 

design and privacy by default.

Protection of test data  PII should be substituted with false or synthetic PII when conducting tests. If 

unavoidable, proper mitigating measures equivalent to those used in the production environment should 

be implemented.

S U PPLI E R R E L ATI O N S H I PS     

Addressing security within supplier agreements  Supplier agreements should specify whether PII is 

processed and the minimum technical and organizational controls that are needed to be met by the 

supplier to adequately protect the PII.

I N FO R M ATI O N S E C U R IT Y I N C I D E N T M A N AG E M E N T      

Responsibilities and procedures  The overall incident management process should include specific 

responsibilities and procedures for identifying and recording breaches of PII. Organizations should stay 

up to date with each jurisdiction they operate in because some impose specific regulations regarding 

breach responses.

Response to information security incidents  When an incident includes PII, the organzation should take 

steps to review and determine if a response is needed. 
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C O M PLI A N C E   

Identification of applicable legislation and contractual requirements  Organizations should take steps 

to identify any potential legal sanctions related to their processing of PII.

Protection of records  Organizations should archive copies of their privacy policies and procedures for 

the time specified in their retention schedule. 

Independent review of information security  Organizations acting as a PII processor, where it is imprac-

tical for customers to verify security independently, should make available independent evidence that 

information security is implemented and operated following the organization’s policies and procedures 

Technical compliance review- Organiations should consider PII processing in all technical reviews for 

compliance with their security policies and standards.

I N FO R M ATI O N S E C U R IT Y AS PE C T S O F B U S I N E S S C O N TI N U IT Y M A N AG E M E N T      

No additional implementation guidance.
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Additional ISO/IEC 27002:2013 guidance 
for PII controllers and PII processors 

The following sections explore specific guidance created for PII controllers and processors. The imple-

mentation guidance is documented in Annex A and Annex B respectively.  

Conditions for collection and processing 
Controllers and processors share the objective to ensure that PII processing is lawful, with a solid legal 

basis as per applicable jurisdictions, and has clearly defined legitimate purposes for processing. Below 

discerns how the two sections diverge to accomplish the same goal. 

Controller
•  Identify and document purpose  The first step for a controller should be to identify the ‘why’ of their 

PII processing and document the rationale.

•  Identify lawful basis  In tandem with the first step should be determining, documenting, and comply-

ing with the relevant legal basis identified for the processing of PII. 

•  Determine when and how consent is to be obtained  If the controller plans to use consent as their 

legal basis, they should create a robust process that can show the ‘how’ and ‘why’ the consent was 

collected from the PII principal. 

•  Obtain and record consent  Controllers should implement the procedure created above, and track 

consent for PII processing that was freely given by the PII principals. 

•  Privacy impact assessment  Controllers should stay vigilant to changes in existing PII processing 

activities, or new ones. If changes are planned or detected, they should conduct a privacy impact 

assessment. 

•  Contracts with PII processors  If a controller contracts with any PII processor, they should have a 

written agreement detailing the implementation of the appropriate controls.

•  Joint PII controller  If a controller is sharing in the decision-making process regarding PII processing 

with another controller they should determine respective roles and responsibilities.

•  Records related to processing PII  The controller should determine and document any necessary 

records that can show its support of its obligations for the processing of PII.

Processor
•  Customer Agreement  The contract with the PII Controller should have clear roles and responsibili-

ties for the entity acting as the processor. 

•  Organization’s purposes  The processor must only process PII for the purposes dictated by the controller.

•  Marketing and advertising use  the processor should not process PII for marketing and advertising 

purposes without first gaining consent from the PII principal. 

•  Infringing instruction  If the processor believes a processing instruction violates applicable laws, 

they should inform the customer. 

•  Customer obligations  The processor should maintain and provide information to customers that 

can be used by them to verify compliance with obligations. 

•  Records related to processing PII  The processor should determine and document any necessary 

records that can show its support of its obligations for the processing of PII (as specified in the 

applicable contract).
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Obligations to PII principals 

Controllers and processors share the objective to guarantee that PII principals are given adequate infor-

mation about the processing of their PII and are able to act on applicable rights. Below discerns how the 

two sections diverge to accomplish the same goal.

Controller
•  Determining and fulfilling obligations to PII principals  To fulfill obligations the controller must first 

determine what they are and document them. These obligations can be a wide variety from legal, 

and regulatory, to business obligations to PII principals related to the processing of their PII.

•  Determining information for PII principals  Adequate information should be given to PII principals 

regarding the processing of their PII. To accomplish this controller should determine all relevant 

information and then document it. 

•  Providing information to PII principals  Clear and easily accessible information should be provided 

to the PII principle identifying the PII controller and describing the processing of their PII.

•  Providing a mechanism to modify or withdraw consent  The controller should notify PII principals 

of their rights (specific to the jurisdiction) related to withdrawing consent at any time and provide an 

easily accessible way to do so. 

•  Providing a mechanism to object to PII processing  The controller should notify PII principals of 

their rights (specific to the jurisdiction) to object in certain situations and provide an easily accessible 

way to do so. 

•  Access, correction, and/or erasure  The controller should implement mechanisms to enable PII 

principals to obtain access to, correct, and erase their PII. And, when they send a request it should 

be handled without undue delay. There should be defined a response time and a formal fulfillment 

process. 

•  PII controllers’ obligations to inform third parties  Third parties to whom the controller has shared 

PII should inform them if any modification, withdrawal, or objections pertaining to the shared PII has 

occurred. Formal processes should be created to guide this process. 

•  Providing a copy of the PII processed  A copy of their PII should be able to be shared with the PII 

principal when requested without undue delay.

•  Handling requests  A formal policy and process should be defined for handling and responding to 

legitimate requests from PII principals.

•  Automated decision-making  If a controller uses automated decision-making, they should be con-

scious of any additional obligations to PII principals created from this type of processing on PII.

Processor
•  The processor should provide the controller with the means to comply with its obligations related to 

PII principals. 
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Privacy by design and privacy by default  

Controllers and processors share the objective to ensure that processes and systems incorporate col-

lection and processing privacy principles in the design stages and are the default configuration. Below 

discerns how the two sections diverge to accomplish the same goal.

Controller
•  Limit collection  The controller’s collection of PII should be limited to the minimum that is relevant, 

proportional, and necessary for the identified purposes.

•  Limit processing  The controller’s processing of PII should be limited to that which is adequate, 

relevant, and necessary for the identified purposes.

•  Accuracy and quality  The controller should verify that PII is as accurate, complete, and up-to-date 

as is necessary for the purposes for which it is processed. This should be documented and main-

tained throughout the life cycle of the PII.

•   PII minimization objectives The controller should define data minimization objectives and what 

controls are used to meet those objectives. It is recommended to keep documentation. 

•  PII de-identification and deletion at the end of processing  PII should be deleted or transformed in a 

way that does not allow identification or re-identification of PII principals. This should occur as soon 

as the original PII is no longer necessary.

•  Temporary files  The controller should create a robust process to ensure that temporary files con-

taining PII are deleted in a specified timeframe. 

•  Retention  PII should not be kept for longer than is necessary for the purposes for which the PII is 

processed.

•  Disposal  The controller should have robust policies, procedures, and/or technical controls for the 

disposal of PII.

•  PII transmission controls  The controllers should implement technical controls to ensure data trans-

mission is secure and reliable. 

Processor
•  Temporary files  The processor should follow a robust process to ensure that temporary files con-

taining PII are deleted in a specified timeframe. 

•  Return, transfer, or disposal of PII  Processors should be able to return, transfer, and/or disposal of 

PII in a secure way. This policy should be shared with the controller.

•  PII transmission controls  The processor should implement technical controls to ensure data trans-

mission is secure and reliable. 



Tevora White Paper: ISO/IEC 27701:2019 Compliance Guide

PII sharing, transfer, and disclosure   

Controllers and processors share the objective to be conscious of situations where the sharing, transfer-

ring, or disclosing of PII would involve new jurisdictions or obligations. These situations should also be 

documented. Below discerns how the two sections diverge to accomplish the same goal. 

Controller
•  Identify the basis for PII transfer between jurisdictions  When transferring PII between jurisdictions 

the controller should identify and document the relevant basis for them.

•  Countries and international organizations to which PII can be transferred  If there is a possibility of 

PII being transferred elsewhere the controller should specify and document the potential countries 

and international organizations of transfer. 

•  Records of PII disclosed to third parties  Transfers of PII to or from external parties should be 

tracked and documented by the controller. This will aid future cooperation and PII principal requests. 

Processor
•  Basis for PII transfer between jurisdictions  When transferring PII between jurisdictions the pro-

cessor should inform the customer in a timely manner of why the PII is being transferred.  This is 

intended to give PII principals the ability to object to the transfer. 

•  Countries and international organizations to which PII can be transferred  Any country or interna-

tional organization that may receive PII that is under the control of the processor should be specified 

and documented.

•  Records of PII disclosed to third parties  Disclosures of PII to third parties should be recorded. This 

includes the who, what, when, and where.

•  Notification of PII disclosure requests  The processor should make sure the customer is aware of 

any legally binding requests for disclosure of PII.

•  Legally binding PII disclosures  Any request for PII disclosures that are not legally binding should 

be immediately dismissed by the processor. Additionally, processors should consult with their 

customers before making any PII disclosures, and provide any disclosures agreed upon with their 

customers.

•  Disclosure of subcontractor to process PII  The processor should be forthcoming about their use of 

subcontractors to process PII and it should be addressed in the customer contract prior to using. 

•  Engagement of a subcontractor to process PII  Processing conducted by subcontractors must stay 

within the bounds of processing dictated by the controller.

•  Change to a subcontractor to process PII  When processors (with prior written authorization for 

subcontracting) must add or change their subcontractors that process PII, they should inform the 

customer and give them time to object.
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